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***
START OF 1st CHANGE
***
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[XX]
3GPP TS 31.115: "Secured packet structure for (Universal) Subscriber Identity Module (U)SIM Toolkit applications
[YY]
3GPP TS 31.111: "Universal Subscriber Identity Module (USIM), Application Toolkit (USAT)".
***
END OF 1st CHANGE
***

***
START OF 2nd CHANGES
***
3.2
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

UUD
UDM Update Data
***
END OF 2nd CHANGES
***
***
START OF 3rd CHANGES
***
6.X
UE Parameters Update

6.X.1
General

This clause describes the security functions necessary to update the UE parameter stored in the UE and USIM by delivering protected UDM Update Data (i.e., UUD) via NAS signalling.
The UDM Update Data that the UDM delivers to the UE may contain:
-
one or more UE parameters including:

-
the updated Default Configured NSSAI (final consumer of the parameter is the ME)

-
the updated Routing ID Data (final consumer of the parameter is the USIM)
-
a "UE acknowledgement requested" indication
-
a "re-registration requested" indication.

If the control plane solution for UE parameters update protection is supported by the HPLMN, the AUSF shall store the KAUSF after the completion of the primary authentication.

6.X.2
Security mechanisms

6.X.2.1
Procedure for UE parameters update via UDM control plane

The security procedure for the UE parameters update via UDM control plane is described below in figure 6.X.2.1-1:
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 Figure 6.X.2.2-1: Procedure for UDM update after registration
1)  The UDM decides to update UE parameters based on the local policy. If the final consumer of some UE parameters (e.g., the updated Routing ID Data) is the USIM, the UDM shall firstly generate a secured packet for these parameters (see 3GPP TS 31.115 [XX]), where the secured packet can be used by the USIM to update the related parameters.

2-3) The UDM shall invoke Nausf_UDMUpdateDataProtection service operation message by including UDM update data and secured packet to the AUSF to get UUD-MAC-IAUSF and CounterUUD as specified in sub-clause 14.1.Y of this document.

If the HPLMN decided that the UE is to acknowledge the successful security check of the received UDM update data, then the UDM shall indicate in the UDM update data header (see TS 24.501 [35]) 
that it also needs the expected UUD-XMAC-IUE, as specified in sub-clause 14.1.Z of this document. The expected UUD-XMAC-IUE allows the UDM to verify that the UE received the UDM update data.

The details of the CounterUUD is specified in sub-clause 6.X.2.2 of this document. The inclusion of UDM update data, secured packet, and  the acknowledge indication in the calculation of UUD-MAC-IAUSF allows the UE to verify that the UDM update data and secured packet received are not tampered with or removed by the VPLMN and if the UDM requested an acknowledgement. The inclusion of these information in the calculation of the expected UUD-XMAC-IUE allows the UDM to verify that the UE received UDM update data and secured packet.

4)
The UDM responds to the Nudm_SDM_UpdateNotification service operation to the AMF, which shall include UDM update data container (UDM update data, secured packet, UUD-MAC-IAUSF and CounterUUD). If the UDM requests an acknowledgement from UE, it shall temporarily store the expected UUD-XMAC-IUE.
5)
The AMF shall include the UDM update data container (UDM Update data, secured packet, UUD-MAC-IAUSF and CounterUUD) to the UE in the DL NAS Transport message;

6)
 On receiving the DL NAS Transport message, the UE shall receive the UDM update container (UDM Update data, secured packet, UUD-MAC-IAUSF and CounterUUD), then the UE shall calculate the UUD-MAC-IAUSF in the same way as the AUSF (as specified in Annex A.Z) on the received UDM update data, secured packet, the CounterUUD and verifies whether it matches the UUD-MAC-IAUSF value received in the DL NAS Transport message. If the UUD-MAC-IAUSF verification is success, the UE shall update the stored UE parameters in the UE with the received UE parameters in the UDM update data. 

If there is a secured packet (see 3GPP TS 31.115 [XX]) in the DL NAS Transport message, the ME shall upload the secured packet to the USIM using procedures in 3GPP TS 31.111 [YY], and receives the USIM response.

7) If the UDM has requested an acknowledgement from the UE indicated by the "UE acknowledgement requested" indication listed by the UDM update date, the UE shall send the UL NAS Transport message to the serving AMF. The UE shall generate the UUD-MAC-IUE as specified in Annex A.W and includes the generated UUD-MAC-IUE in a transparent container in the UL NAS Transport message.

8)
The AMF sends a Nudm_SDM_Info request message to the UDM. If a transparent container with the UUD-MAC-IUE was received in the UL NAS Transport message, the AMF shall include the transparent container in the Nudm_SDM_Info request message. 


If the HPLMN indicated that the UE is to acknowledge the successful security check of UDM update data in step 4, then the UDM shall compare the received UUD-MAC-IUE with the expected UUD-XMAC-IUE that the UDM stored temporarily in step 4.

If the UDM has requested the UE to re-register indicated by the ""re-registration requested" indication listed by the UDM update date, the UE waits until it goes back to RRC idle and initiates a mobility registration update.

6.X.2.2
UDM Updata DataCounter 
The AUSF shall associate a 16-bit counter, CounterUUD, with the key KAUSF.
To generate the UUD-MAC-IAUSF, the AUSF shall use a counter, called a CounterUUD. The CounterUUD shall be incremented by the AUSF for every new computation of the UUD-MAC-IAUSF. The CounterUUD is used as freshness input into UUD-MAC-IAUSF derivations as described in the Annex A.17 respectively, to mitigate the replay attack. The AUSF shall send the value of the CounterUUD (used to generate the UUD-MAC-IAUSF) along with the UUD-MAC-IAUSF to the UE. The UE shall only accept CounterUUD value that is greater than stored CounterUUD value. The UE shall store the received CounterUUD, only if the verification of the received UUD-MAC-IAUSF is successful.
The AUSF and the UE shall maintain the CounterUUD for lifetime of the KAUSF.
The AUSF that supports the control plane solution for UDM shall initialize the CounterUUD to 0x00 0x00 when the KAUSF is derived. The AUSF shall set the CounterUUD to 0x00 0x01 after the first calculated UUD-MAC-IAUSF, and monotonically increment it for each additional calculated UUD-MAC-IAUSF. The UDM update data Counter value of 0x00 0x00 is hence used to calculate the first UUD-MAC-IAUSF, if the UDM requested the UDM acknowledgement. 
The AUSF shall suspend the UDM protection service for the UE, if the CounterUUD associated with the KAUSF of the UE, is about to wrap around. When a fresh KAUSF is generated for the UE, the CounterUUD is reset to 0x00 as defined above and the AUSF shall resume the UDM protection service for the UE.
***
END OF 3rd CHANGE
***

***
START OF 4​th CHANGE
***

14.1.Y
Nausf_UDMUpdateDataProtection service
The following table illustrates the security related services for UDM update Data that AUSF provides.

Table 14.1.X-1: NF services for UDMUpdateDataProtection provided by AUSF
	Service Name
	Service Operations
	Operation Semantics
	Example Consumer(s)

	Nausf_UDMUpdateDataProtection
	UDMUpdateData Protection
	Request/Response
	UDM


Service operation name: Nausf_UDMUpdateDataProtection.
Description: The AUSF calculates the UUD-MAC-IAUSF as specified in the Annex A.Z of this document using UE specific home key (KAUSF) along with the UDM Update data received from the requester NF and delivers the UUD-MAC-IAUSF and CounterUUD to the requester NF. If the final consumer of some UE parameters of UDM Update Data (e.g., the updated Routing ID Data) is the USIM, then the Secured packet shall be inputed for the UUD-MAC-IAUSF computation. If the ACK indication is set to ‘true’ by the UDM in the UDM Update Data Header, then the AUSF shall compute the UUD-XMAC-IUE and return the computed UUD-XMAC-IUE in the response. The details of the UDM Update Data header is specified in TS 24.501 [35].

Input, Required: Requester ID, SUPI, service name, UDM Update data, Secured packet, Expected USIM response, ACK indication. 

NOTE1. If the final consumer of some UE parameters (e.g., the updated Routing ID Data) is the USIM, then the Secured packet shall be inputed for the UUD-MAC-IAUSF computation.
Input, Optional: None.
Output, Required: UUD-MAC-IAUSF, CounterUUD or error (counter_wrap).
Output, Optional: UUD-MAC-IUE (if ACK indication is set to ‘true’ in the Input, then the UUD-XMAC-IUE shall be computed and returned).
***
END OF 4​th CHANGE
***

***
START OF 5th CHANGE
***
A.Z
UUD-MAC-IAUSF generation function

When deriving a UUD-MAC-IAUSF from KAUSF, the following parameters shall be used to form the input S to the KDF.

-
FC = 0xXX,

-
P0 = UDM Update data,

-
L0 = length of UDM Update data

-
P1 = Secure packet,

-
L1 = length of Secure packet

- 
P2 = CounterUUD
-
L2 = length of CounterUUD
The input key Key shall be KAUSF.

The UUD-MAC-IAUSF is identified with the 128 least significant bits of the output of the KDF.

***
END OF 5th CHANGE
***

***
START OF 6th CHANGE
***
A.W
UUD-MAC-IUE generation function

When deriving a UUD-MAC-IUE from KUE, the following parameters shall be used to form the input S to the KDF.

-
FC = 0xXX,

-
P0 = 0x01 (UDM Update data Acknowledgement: Verified UDM Update data successfully)
-
L0 = length of UDM Update data Acknowledgement (i.e. 0x00 0x01)

-
P1 = Expected USIM response (USIM Acknowledgement: Verified Secured packet successfully)
-
L1 = length of Expected USIM response
- 
P2 = CounterUUD 
-
L2 = length of CounterUUD
The input key Key shall be KUE.

The UUD-MAC-IUE is identified with the 128 least significant bits of the output of the KDF.

***
END OF 6th CHANGE
***

�Shall be specified in 24.501


�Shall be specified in 24.501
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